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We have relied heavily on technology to help keep our systems safe. Making sure that we have the latest and 

greatest software and hardware installed is only half the battle, though. The human element of security is often-

times undervalued or even missed altogether. This leaves a gap for hackers to use good old-fashioned bait tricks 

known as social engineering. 

Social engineering is essentially a manipulation game that many cybercriminals play and has proven to be very 

successful.  The technique uses a combination of science, technology, media and psychology.  It exposes the 

weakest link of many organizations: their employees. Hackers believe sometimes it can be easier to walk through 

the front door versus hacking a system through back door channels. There are many techniques used, and most 

of them involve targeting unsuspecting victims to try to get them to divulge confidential information such as user 

names and passwords. Employees always try to do the right thing, but don’t realize that, if they are not careful, 

they could potentially provide information to a cybercriminal that could unleash attacks on their organization.  

Cybercriminals continue to reinvent new ways to exploit vulnerabilities and there are no shortages on how 

they use social engineering to do just that. Here are the most common (and oftentimes, successful) social 

engineering tactics: 

Tactics 

Pretext Calling- You are at your desk typing away and 

you get an unexpected phone call from someone suppos-

edly from your IT department. The caller claims to be 

doing some testing on the systems and needs your user 

name and password. Because the voice on the other line 

sounds friendly and even sounds like the caller knows you 

(they even addressed you by your first name), you let 

your guard down. So you give the caller the information 

requested. And, just like that, the caller now has access to 

not only your PC, but can now also access the entire net-

work. This is typically how pretext calling works. The 

cybercriminal tries extremely hard to sound familiar, 

friendly and trustworthy and lies to gain access to privi-

leged information. Unfortunately many employees fall vic-

tim to this. So what do you do? Never provide important information such as passwords and 

usernames over the phone. Instead hang up and call back the IT department to verify it was really 

them requesting the information. 
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Phishing- This is probably the most recognized social engineering term. We have all 

heard about phishing attacks and know what to look for. But do we really? Long gone 

are the days of cybercriminals making amateur mistakes such as misspelled words or 

grammar errors that were blatantly obvious. Their techniques are now more refined 

and inconspicuous. They have learned how to fly below the radar and are able to cre-

ate fake emails that can look almost identical to legitimate ones. These emails have 

one objective and that is to trick the recipient into sharing personal or financial infor-

mation or clicking on a link that installs malware.  Remember, if the email is from a 

sender you are not familiar with, your best bet is to delete it. If you open an email and 

are still unsure, look for slight abnormalities in the email, sometimes the mistakes are 

so well hidden it may be hard to spot at first glance and never click on any links.  

 

Impersonation-A fireman walks into your building and 

says he is doing an inspection on the building and needs to 

access your server room. He looks legitimate. His name 

badge is on with his picture that clearly identifies him as 

an employee of the local fire department. Our natural 

tendency is to believe people in authoritative positions, 

such as police officers or firemen. So you briskly show 

him the way to the server room. Impersonation social 

engineering is one of several tools used to gain access to a 

system or network in order to commit fraud or identity 

theft. Impersonation differs from other forms of social 

engineering because it occurs in person, rather than over 

the phone or through email. This type of attack does not 

occur as often because it requires the cybercriminal to do 

some strategic and logistical planning. Nonetheless, it is a 

serious issue and worth educating employees on.  First, 

always verify what, who, when and where. Any hesitancy 

in the perpetrator’s answers should be a huge red flag. 

You should also call the office of the perpetrator’s supposed place of employment to verify the work order for your office. Also, 

make sure you contact your IT department before allowing anyone to access your server room, PCs, copier, etc. 

 

Follow your gut instincts. If the situation seems suspicious there is probably merit to that uneasy feeling. Social engineering training can 

help employees learn what to look for and arm them with knowledge to help protect against such attacks and falling victim to  the 

above tactics. 

Sources:  

http://searchsecurity.techtarget.com/definition/social-engineering 

 



Sources:  

https://www.cnet.com/news/two-factor-authentication-what-you-need-to-know-faq/ 

 

Happy Holidays and Remember to Stay Safe OnLine! 

 Why Multifactor Authentication is Important 

Protecting your personal information is extremely important 

when using your smart devices. This year email breaches have 

reached a new high. 2016 has been plagued with leaked emails, 

from top fortune 500 companies to government officials to the 

average American using Yahoo! It is more important now than 

ever before to ensure that multifactor authentication is used on all 

devices. The Federal Financial Institutions Examination Council 

(FFIEC) is even calling for all internet banking transactions to have 

this extra step of precaution as well. 

 

Multifactor authentication (MFA) is a security method that re-

quires more than one process of authenticating credentials to 

verify a user’s identity for a login or other transaction. Each addi-

tional factor is intended to increase the assurance that the user 

requesting access to the device is who, or what, they say to be. 

User names and passwords were one time looked upon as the 

Holy Grail but is now simply not enough to prevent hackers from 

compromising devices. Users of multiple devices and accounts 

typically use the same password to gain access to all of them, 

because frankly it becomes hard to keep up with and to remem-

ber all those logins. And despite all attempts to create long and 

complicated passwords, cybercriminals always seem to find crea-

tive ways to break through. 

 

There are three types of multifactor authentication: 1). something 

you know, such as a personal identification number (PIN) or pass-

word, 2). something in your possession, such as an ATM card, or 

3). something using your physical attributes, such as a biometric 

like a fingerprint or voice print, which many smartphones have 

now incorporated into their hardware. It has been shown that 

adding a second layer of protection helps to strengthen security 

access, which is why major social networks such as Twitter, Face-

book and Google make it a mandatory requirement when creating 

an account on their sites.  

 

Although no security measure is 100% foolproof, the goal is to 

make it harder for hackers, which will hopefully, deter them from 

attempting to break into a device or an online account. But just 

like passwords, adding a second security measure can be tedious; 

however it is well worth it. Many users have their entire lifeline on 

line and taking the extra time to set up a multifactor authentica-

tion can help make you a harder target for a cybercriminal. 


